MUHUCTEPCTBO HAYKHU U BBICHIETO OBPA3OBAHU A
POCCHUIMCKOI ®EJIEPALINN
denepanbHOE TOCYIaPCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE YUPEKACHUE
BBICITIIETO OOpa30BaHUS
MOCKOBCKWI TOCYIAPCTBEHHbBI YHUBEPCUTET
I'EOAE3UN U KAPTOI' PAOUU
(MUUT'AuK)

®dakynbTeT reonH()OPMATUKH ¥ HHPOPMAITMOHHOM 0€301MacHOCTH
Kadenpa nandopmarimoHHO-U3MEPUTETBHBIX CUCTEM

' % JTOKYMEHT MOJAMUCAH

%\; MIEKTPOHHOI NOANHUCHIO «YTBEPXIAIO»
Cepruduxar: 5387FD2AF5B17FED816FDE9A 1D4973B1 IIpopekrop
Brnanenen: Crenanuenko Anekceii Jleonnnosua A. JI. CternanuyeHKO
JHetictBurenen: ¢ 21.07.2025 o 14.10.2026 16 (beBpaJISI 2024 T

PABOYASI IPOTPAMMA JTMCHUTIJIMHBI (MOIYJIS)
«B1.0.10 OCHOBBI UH®OPMALIMOHHOI BE3OITACHOCTH»

YpoBeHb BhICIIET0 00pa30oBaHUs: OakajJaBpuaT

Hampasnenue noarorosku: 09.03.02 MHbopMamOHHBIE CUCTEMBI U TEXHOJIOTUH

Hampasnennocts(nipoduiie) moaroropku: MHGOpMaIIMOHHBIE CHCTEMBI U TEXHOJIOTHH

KBanudukanus (cTerneHb) BEITYCKHUKA: OaKaJaBp
®dopma oOyueHHUs: OUHAs
I'on Habopa (mpuema Ha oOydenue): 2024

Cpox nosrydeHus: 00pa3oBaHuUs: 4 rona

O0beM: B 3aUETHBIX €OUHUIAX: 4 3.€.
B aKaJIeMHUYeCKuX yacax: 144 ak.4.

Mocksa, 2024
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Pa3padoruukmu:
[Tpenonasarens kadenpsl MHGOpMAIIIOHHO-U3MEPUTEIBHBIX CUCTEM
ITyunn B. A.

Pabouas mporpamMma ITUCHMILIMHBEI (MOIYJsI) COCTaBI€Ha B COOTBETCTBUH C TpeboBaHusmu OI'OC
BO mno mwnamnpaenenuto moaroroBku 09.03.02 HWMapopMannoHHBIE CHUCTEMBI H TEXHOJOTHH,
YTBEPKJACHHOTO MpukazoM MuHoOpHayku ot 19.09.2017 Ne 926

ComnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IPOTOKOJI
Ne | [Togpaznenenue OUO Buza A p
JIALIO (Ipu HaNMUYUN)
1 thaxysbrer [Ipencenarens Marepyxun A. B. Paccmotpeno | 14.12.2023, Ne
Teonnopmarikn u | yyeyoro cosera 7-23
HHGOPMAITMOHHOM
6e3omacHOCTH (axynbrera
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Conepxanue
1. Lenp u 3amaun 0OCBOCHUSI TUCIIMIUIAHBI (MOTYJIS)

2. I[lnanupyemsble pe3yabTaThl 00yUeHUs MO JUCIUILTUHE (MOIYJIIO0), COOTHECEHHBIE C
IUTAHUPYEMBIMH pe3yJabTaTaMu OCBOCHUS 00pa30BaTeIbHON MPOrpPaMMBbI

3. Mecto mucuumiausbl B cTpykrype Ol

N

. O0beM TUCIMIUIMHBI U BUBI YI€OHOU pabOTHI

9]

. Coneprxanue AUCHUTIINHBI
5.1. Paznensl, TeMBI TUCHUMILIMHEI ¥ BHALI 3aHITHI
5.2. ConepxaHue pa3aesioB, TeEM AUCITUIUTHHBI U (POPMBI TEKYIIIETO KOHTPOJIS

6. O1eHOYHbIE MaTepUAIIbl TEKYIIIETO KOHTPOJIS

7. O1eHOYHbIE MaTepUAIIbl TPOMEKYTOUHOM aTTECTAI[UU

o0

. Ilopsimok npoBeneHus: MPOMEKYTOUHOM aTTeCTallun

9. MarepualbHO-TEXHHUYECKOE U yUeOHO-METOANYECKOe 00ecieYeHIE TUCIUTUIUHBI

9.1. IlepeueHb OCHOBHO¥ ¥ JIOMIOJHUTEIHLHON YUeOHOM JTUTEPATyPhI

9.2. IlpoeccuonanpHbie Oa3bl JAHHBIX U pecypchl «THTEpHET», K KOTOPHIM 00€CIIEYNBACTCS
JOCTYTI 00yJarOIINXCS

9.3. IlporpammHoe obecriedeHre 1 HHGOPMAITMOHHO-CIIPABOYHBIC CUCTEMBbI, UCIIOJIb3YEMBIE TIPH
OCYIIECTBIIEHUU 00Pa30BaTEIBHOIO MpoIiecca 1Mo AUCHUTIINHE

9.4. O60opynoBaHKE U TEXHUYECKHUE CPEACTBA OOYUCHUS

10. MeToauveckue yka3aHus IO OCBOCHHIO JUCITUTUTMHBI (MOJTYJIS)
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1. Heab 1 3a1a4um 0CBOEHMSI TUCUMUIIIMHBI (MOLYJIs1)

Llenp OCBOEHHUS MUCHMIUIMHBI - MpUOOpeTeHue OOydyalolMMUCS 3HaHUW B 0OJIACTH
MHPOPMALMOHHOW  0€30MacCHOCTH,  XapaKTEPURYIOIIUXCS  CO3JaHUEM  TEPMHHOJIOTUYECKOTO
byHaaMeHTa 1 03HAKOMJICHHEM C OOIIMMH METOAaMHU U MOAX0aMH obecrieueHust HH)OpMaIlMOHHON
0€30MacHOCTH.

3&,[[3.‘11/1 HU3YUCHUA NUCHUIIIINHBIL

- pacCMOTpEHHE OCHOBHBIX METOJIMK U TMOJX0/I0B obecrieueHus: HH(POpMallnOHHON 0e30MacHOCTH B
pamMKax COBPEMEHHBIX aBTOMAaTHU3MPOBAHHBIX CHUCTEM;

- M3Y4YCHHUC IIPHUHOHUIIOB IIOCTPOCHUSA 3allUIICHHBIX I/IH(l)OpMaI_II/IOHHBIX CUCTEM M NOAACPIKAHUA
IIOACUCTEMBI 3alIIUThI I/IH(i)OpMaHI/II/I B aKTyaJIbHOM COCTOSIHHUH,

- pacCMOTpEeHHE OCOOCHHOCTEH peain3anui O0IMIMX METOIUK 3aIIUThl MHPOPMALIUU HA PA3IMIHBIX
margopmax.

2. IInanupyemble pe3yJbTaThbl 00y4eHHs M0 JUCHHUILINHE (MOIYJII0), COOTHECEHHBIE C
IUIAHMPYEMBIMH Pe3yJ1bTaTaMH 0CBOCHHS 00pa30BaTeIbHOM NMPOTrPaMMbl

Komnemenyuu, unouxamopul u pesynvmameol 00y4eHus.

OIIK-3 CrnocobeH pemarb CTaHAAPTHBIE 3a/aud MPOPECCHOHAIBHOW NESTETbHOCTH Ha OCHOBE
MH(POPMALTMOHHON u o6ubnuorpaduieckoit KYJBTYpbI c IIPUMEHEHUEM
MH(POPMALMOHHO-KOMMYHUKAITMOHHBIX ~ TEXHOJIOTMH M C Y4YeTOM OCHOBHBIX TpeOOBaHMIA
MH(POPMALMOHHOM 0€30MaCHOCTH

OIIK-3.1 ToroBUT 0030pbl, aHHOTALMH, COCTABIAET pedeparbl, Hay4IHbIE JTOKJIAJBbI,
nyonukanuu u 6ubnuorpaduu Mo HayYHO-MCCIIENOBATENIbCKOW paboTe ¢ yueToM TpeOOoBaHUit
MH(POPMALMOHHOM 0€30MaCHOCTH
3nams:
OIIK-3.1/311 ocHoBHBIE cBemeHus 00 OOBEKTax W TMporeccax NpodeccunoHaIbHON
JEeSITeIbHOCTH
OIIK-3.1/383 ocHOBHbIE WH(MOPMAITMOHHO-KOMMYHHUKAITMOHHBIC  TEXHOJOTUH U
OCHOBHBIE TpeOOBaHUs HH(POPMAITMOHHON O€30MTaCHOCTH
Ymemu:
OIIK-3.1/¥YM2 opmynupoBarh 3a1a4u B chepe mpodheCcCHOHAIBHON AeITeIbHOCTH
OIIK-3.1/¥YM3 pemare cTaHAapTHHIE 3aJa4d MPOQPECCHOHATBLHON IEATEIHPHOCTH Ha
O0CHOBE MH(OPMAIIMOHHON U OHOIMOrpaduuecKoil KyabTyphl
Braoemy:

OIIK-3.1/HB] HaBblkamMu (OpMambHON MOCTAHOBKM M PELICHUS 3a/auyd 0OeCTeYCHHUs
WHGOPMAITMOHHOHN 06€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM

OIIK-3.1/HB2  HaBbIKAaMM  NpPUMEHEHHS  WH(POPMALMOHHO-KOMMYHUKAITMOHHBIX
TEXHOJIOTHIA C Y4€TOM OCHOBHBIX TpeOOBaHUI MH(OPMAIIMOHHOM 0€30MacCHOCTH

3. MecTo aucuMiuinHbl B cTpykrype OIl

Hucrmmmmaa  (Moxynb) B1.0.10 «OcHoBel mH(OpMAIMOHHONW OE30MaCHOCTH» OTHOCUTCS K
00s13aTeNTbHOM YacTH 00pa30BaTeIbHON IPOrpaMMBbI U U3y4aeTcs B cemecTpe(ax): 1.

B nmpomecce wu3ydeHHs JOUCHMIUIMHBI CTYAEHT TOTOBUTCA K pEHICHMIO THUIIOB 3ajad
npodeccuoHaIbHON  AesTenbHOCTH, mnpeaycMmorpeHHbix @OI'OC BO wu  obOpasoBarenbHO
MPOTPaMMOil.

4. O0beM TMCHUIIMHBI (MOXYJISAA) U BUAbI y4eOHOI padoThI
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5. Copep:xanue TUCUMILIMHBI (MOLYJIs1)
5.1. Pa3aenbl, TeMbl AUCHUILINHBI H BUAbI 3aHATHH
("9achl TPOMEKYTOYHOM aTTECTAIMH HE YKa3bIBAIOTCS)

HaumenoBanue pazaena, TeMbl

00y4YeHHUsI, COOTHECEHHBIE C
pe3yJibTaraMyu OCBOEHUS

[Inanupyemblie pe3yabTaThbl
— | mporpaMMBbI

JIeKIIMOHHbBIE 3aHATHS
[IpakTnueckue 3aHATUS

Bcero

— | CamocTosTEeNnbHAS paboTa

N
N

8 8 8 OIIK-

[98)

Paznen 1. Undpopmanuonnas
0e30MmacHOCTh B CHCTeMe
HAIMOHAJILHOM 0€30MaCHOCTH
Poccuiickoii @enepauuu
Tema 1.1. HartmonansHas 7 2 2 3
0e3omacHOCTh Poccuiickoi
denepanuu

Tema 1.2. OCHOBBI 7 2 2 3
rOCYIapCTBEHHOM MOJIUTUKHU U
yrpo3bl 6e30MacHOCTH
Poccuiickon ®denepanuu B
MHPOPMALIMOHHOM cdepe
Tema 1.3. OCHOBHBIE TTIOHSITHSA U 7 2 2 3
0011IeMETOIOIOTUYECKHE
MIPUHIIAITBI TEOPHH
MH(POPMALMOHHOM 0€30MaCHOCTH

Tema 1.4. [TonsTue u BUIbI 7 2 2 3
3anIaeMoi nupopmManuu
Paznen 2. UngopmanuonHas 21 6 6 9| OIIK-3.1
BOWHA, METObI M CPEACTBA ee
BeJleHU s

Tewma 2.1. [loHsTHE ¥ BUIBI YTPO3 7 2 2 3
nH(pOpMaAITMOHHOM 0€30MTaCHOCTH
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Tema 2.2. Undopmannonnas 7 2 2 3
0€301acHOCTb U
MH(POPMALIMOHHOE
IPOTUBOOOPCTBO
Tema 2.3. ObecneucHue 7 2 2 3
MH(POPMALMOHHOM 0€30MaCHOCTH
00BbEKTOB NH(POPMALIMOHHOM
cdepbl rocynapcTsa B YCIOBUSIX
MH(POPMALMOHHOW BOMHEI

Pa3gen 3. O6ecneuenust 591 20f 20| 19| OIIK-3.1
HH(pOopMaALHOHHOMI

0e30MacHOCTH KOMIILIOTEPHBIX

cucTeM

Tema 3.1. MeToas! u cpencTBa 7 2 2 3

obecriedeHns: THPOPMAITHOHHON
0€301aCHOCTH KOMITBIOTEPHBIX
CHCTEM

Tema 3.2. MexaHU3MBI 3aI[ATHI 10 3 3 4
uHpOpPMaLIUH B
aBTOMATHU3HPOBAHHBIX CHCTEMAX

Tema 3.3. @opmanbHbIE MOAEIIH 10 3 3 4
0e30IacHOCTH

ABTOMAaTHU3HPOBAHHBIX CHCTEM

Tema 3.4. OcobeHHOCTH 6 3 3

JUCKPEUMOHHOM U MaHIaTHOU
MoJienu 0e30MaCHOCTH

Tema 3.5. MeTtonbl U KpUTEPUHN 6 3 3
OLICHKH 3aIllUIIEHHOCTH
KOMITBIOTEPHBIX CHCTEM

Tema 3.6. PyxoBopsuue 10 3 3 4
nokymeHTsl @CTIOK Poccun

(I'ocrexxoMuccun)

Tema 3.7. 3ammra uHGOpMaIIHH, 10 3 3 4

oOpabarpIBaeMoOl B
ABTOMAaTH3MPOBAHHBIX CUCTEMAaX
OT TEXHHYECKUX Pa3BEIOK

Hroro 108 34| 34| 40

5.2. Conep:kanue pa3aeyoB, TeM JUCHHUILUIAH U (DOPMBI TEKYIIEr0 KOHTPOJIS

Pazoen 1. Hugpopmauyuonnas 60e3onacnocms 6 cucmeme HAUYUOHAIbHOU 0e30nacHocmu
Poccuiickoii @edepayuu

Tema 1.1. Hayuonanvnas 6ezonacnocms Poccutickou ®edepayuu

[TonaTne HanMoHaNBbHOW O€30MACHOCTH M ee 3HaYeHHe U rocyaapcTBa. Ponb mHpopManmoHHOM
0€30MacHOCTH  KaK  COCTaBJISIONIEH  HAalMOHAaIbHOM  Oe3omacHOCTH. (OCHOBHBIE — YIpO3BI
HaIMOHAJIbHOW Oe3omacHOCTH B HMH(pOpManMoHHON cdepe. Buapl Ge30macHOCTH B Pa3IMYHBIX
cdepax KU3HEeIEATSTbHOCTH JIMYHOCTH, O0IIECTBA M FOCY1apCTBa.
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Tema 1.2. OcHosbl 2ocyOapcmeeHHO noTumuKy u yeposvl bezonachocmu Poccutickou @edepayuu 6
uHgopmayuonHot cghepe

TocynapcTBeHHast MOMUTHKA B 001acTH MH(MOpMAMOHHOM Oe3omacHOocTH. OCHOBHBIE HAIIPaBICHHUS
u 3amaun  olecrmeyeHHs HMH(POPMAIIMOHHON 0€30MacHOCTH Ha TOCYIAapCTBEHHOM YpPOBHE.
CoBpemeHHbIe yrpo3bl 0Oe3omacHOCTH B HH(popManuoHHON cdepe: Kubeparaku, yTEUKH
uHpopmanmy, HHPOpMaIMOHHBIE BOWHBL.  [IpoOmembl  permoHanbHON — MHPOPMAITMOHHON
0€30MacHOCTH.

Tema 1.3. OcHoghble noHsmusi u 06WeMENMOO0I02ULECKUEe NPUHYUNLL MeOpUU UHDOPMAYUOHHOL
bezonacnocmu

[Tonatne wHPOPMALMOHHOW O€30MaCHOCTH, OOBEKTHI W CyObEKTHl 3amUThl. [IpUHIKIBI
KOH(UACHIMAIBHOCTH, LIEJIOCTHOCTH U JOCTYHHOCTH WH(popMauuu. MeToqoI0rnyecKue OCHOBBI
aHamu3a yrpo3 MW TIOCTPOCHHUS cHCTEeM 3amuThbl. OCHOBHBIE TOHATHA HH(POPMAITMOHHON
0€30MacHOCTH.

Texymui KOHTPOJIb

Bun (hopma) konTpOms

TectupoBanue

Tema 1.4. Ilonamue u 6uowvi 3awuwaemoi uHpopmayuu

Knaccupukamuss wuHboOpMamMu 1O CTENEHH CEKPETHOCTH: OTKpbITas, KOH(pUACHIUAIbHAS,
rocylapcTBeHHass TaiiHa. Buasl uHpOpmanuu, TpeOyromeid 3aliuThl: MEepCOHAIbHBIE IaHHBIE,
KOMMepYecKas TaifHa, rocyiaapcTBeHHas TaiHa. Buapl 3amumaemoil uHOpMamuu ¥ 3aliuTa
MHTEJUIEKTYaIbHON COOCTBEHHOCTH.

Texymui KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue

Pazoen 2. Hugpopmayuonnas eoitha, memoovt u cpeocmea ee 6e0eHus

Tema 2.1. I[lonamue u uovl yepo3 uHghopmayuoruot 6e3onacHocmu

Onpenenenrne MHOOPMALMOHHBIX YIpo3. BuIbl yrpo3: HECaHKIMOHMPOBAHHBINA JOCTYM, YTEuKa,
UCKaXXeHHE, YHUUYTO)KeHHEe HHPopManuu. VICTOUHNKH yrpo3: BHEIIHUE U BHYTPEHHUE HApYLIUTENH,
TEXHUYECKHE W TMPOTPAMMHBIC CPEICTBa. YTpo3bl MH(OpMAIMOHHOW Oe3omacHocTn Poccuiickoi
®denepanuu B pa3inuHbIX chepax.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBaHue

Tema 2.2. Unghopmayuonnasn bezonacnocme u ungopmayuonHoe npomusooopcmeo

[TonsiTie WHGOPMAIIMOHHOTO MPOTHBOOOPCTBA KaK dYacTH HWHOOPMAITMOHHONW O€30MacHOCTH.
Metonsl u cpeactBa HMH(DOPMAIIMOHHOTO BO3ACHCTBHSI W 3amUThl. Poib WHGOPMAIMOHHBIX
TEXHOJIOTH B COBPEMEHHBIX KOHQIUKTaX. MeTtoabl HH(OPMAIMOHHOTO MPOTHBOOOPCTBA H
PUMEHEHHE UHPOPMAITMOHHOTO OPYKHUSI.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS
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TectupoBanue |

Tema 2.3. Obecneuenue uHpopmayuorHolt 6e30nacHOCmU 00beKMO8 UHDOPMAYUOHHOU Chepbl
20¢yoapemea 8 Yciosusx UHGOPMAayUOHHOU B0UHbI

OcobOeHHOCTH 3aUTHl HH()OPMAITMH B YCIOBUAX WHOOPMAITMOHHON BOHHBI. MephI 1o 06ecrneueHunto
YCTOMYMBOCTH TOCYAAPCTBEHHBIX WH(MOPMAIMOHHBIX cucTeM. OpraHuW3alliOHHBIE W TEXHHUYECKUE
MOAXOABI K TPOTUBOJACHCTBHIO MH(POPMAIIMOHHBIM aTakaMm. KommbroTepHas cucreMa Kak OOBEKT
nH(pOpPMAITMOHHONW BOWHEI.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIs

TecTtupoBanue

Pa3zoen 3. Obecneuenusn unpopmayuoHHoU 0€30NACHOCMU KOMRbIOMEPHBIX CUCHEM

Tema 3.1. Memoowl u cpeocmea obecneuenuss UHGOPMAYUOHHOU OE30NACHOCU KOMNbIOMEPHBIX
cucmem

TexHonmoruu 3ammThl HHPOPMAIUK: KpUNTOrpadus, KOHTPOIb AOCTYIA, aHTHBHPYCHBIC CPEICTBA.
Mertonpl ayTeHTUGUKAIIMKA U WACHTH(PHUKAINN ToIb30BaTenei. [IporpaMmmHoO-anmapaTHbeie cpencTBa
obecrnieueHnst HHPOPMAITMOHHOM O€30TTaCHOCTH.

Texymui KOHTPOJIb

Bun (hopma) konTpOss

TectupoBanue

Tema 3.2. Mexanuzmol 3auumsl uHGopmayuu 8 ABMOMaAmu3UpOBAHHbIX CUCEMAX

OcHOBHBIE MEXaHM3MBbI: pa3rpaHUYEHUE JIOCTYyINa, MH(poBaHUEe, MEKTPOHHAs HHU(POBaAsT MOAIHUCH.
CpencTBa KOHTPOJS LEIOCTHOCTH M KOH(UACHUMAIBHOCTH JAaHHBIX. [IpHHIMIBI MOCTPOCHHS
3alIUIIECHHBIX aBTOMATU3UPOBAHHBIX CHUCTEM. MeXaHU3Mbl 3alIUThl MH(OpMAIMKA KOMIBIOTEPHBIX
CUCTEM.

Texymui KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue

Tema 3.3. @0pMaJZbel€ Mooenu bezonacrocmu asmomamu3upo6arHblX cucmem

Mopnenu 6e30macHOCTH: JUCKPELMOHHAs, MaHAaTHasA, pojeBble moxenu. dopmanusanus MpaBuil
JOCTyIla U yIpaBJeHHUsl IpaBaMu Iojb3oBareneil. [I[pumMenenne Monene Juisi OUEHKH U MOCTPOCHUS
cucTteM 0€30IIaCHOCTHU.

Tema 3.4. Ocobennocmu OUCKPEYUOHHOU U MAHOAMHOU MOOenu O6e30nacHOCmu

JIMCKpEeIMOHHAsT MOJIeNb: YIpaBJICHUE JOCTYIIOM Ha OCHOBE IIpaB BIaJeiblla HH(POpPMALUU.
ManjatHass MoJenb: YIpaBI€HUE JOCTYIIOM HAa OCHOBE YPOBHEH CEKPETHOCTH U IIOJUTUK
6e3onacHocT. CpaBHUTENIBHBIN aHAJIN3 U 00JaCTH MPUMEHEHHUST MOJIETICH.

Tema 3.5. Memoovwl u Kpumepuu oyeHKu 3auuyeHHOCMU KOMIbIOMEPHBIX CUCTEM
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Kputepun onenku Oe3omacHOCTH: KOH(DHIEHIIMAIBHOCTh, LEIOCTHOCTh, AOCTYMHOCTh. MeTombl
TECTUPOBAaHUS H ayauTa cucteM Oe3zonmacHocTd. CraHmapThl W KiIacCUUKaIUs ypOBHEH
3aNIUIICHHOCTH.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.6. Pyxosooawue ookymenmor @CTIK Poccuu (I ocmexkomuccuu)

OcHoBHble HOpMaTuBHbIE akThl W craHaaptel ®CTOK mo wuHbOpManmoHHON O0€30macHOCTH.
TpeboBanus k 3ammure UH(GOpPMALMK B TOCYIapPCTBEHHBIX U KOMMeEpUYeCKuX cucremax. lIponemypbl
cepTuUKaMU M aTTeCTallMM CpelacTB 3amuTbl HHpopmanuu. CTaHAapThl MO  YIPaBICHUIO
nHpopmarmonHoii 6ezonacuocteio ISO/IEC 27000.

Tema 3.7. 3awuma ungopmayuu, obpabamvieaemon 6 a8MoMAMuU3UPOBAHHBIX CUCMEMAX OMm
MeXHU4ecKUx pazeedox

MeToap! 3alUThl OT TEXHUYECKON pa3BEIKU: SKpaHHPOBAaHUE, TOMEX03alIUTa, KOHTPOJIb JOCTYTIA.
OpranuzalluOHHbIE U TEXHUYECKHWE MEphl MpenoTBpalieHus yredek uHopmanuu. OcoOeHHOCTH
3alUTHl B YCJIOBHUSX COBPEMEHHBIX TEXHMYECKHUX YIrpo3. 3alluTa aBTOMAaTU3HpPOBAHHBIX CHUCTEM U
CPEICTB BBIYUCIUTEIHLHON TEXHUKH OT BHELTHETO IEKTPOMArHUTHOTO BO3ACHCTBHUS.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIs

TecTtupoBanue

6. Ilopsaiok nmpoBeeHusI MPOMEKYTOUYHOM aTTeCTALUMN

[lopsnox mpoBeeHMsT NPOMEKYTOUHOM  arTecTallud  PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOPMaTUBHBIMU aKTaMU YHHUBEpPCUTETA:
- Ilonmoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJS YCIIEBAEMOCTU H
NPOMEXKYTOYHOM aTTecTalui OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO O0pa3oBaHMsA — MporpaMMmaM OakajlaBpuaTa, HMporpaMMaM CHEIHAIUTETa, MporpaMmmamM
MarucTpaTypbl B QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pazoBaHusa «MOCKOBCKHI TOCYJapCTBEHHBIN YHHBEPCUTET T'€OE3UU U KapTorpadum»,
1.6 «Opranu3zanys 1 NpoBeIeHUE MPOMEKYTOUHOM aTTeCTaLN.
- TlonoxxeHneM O TMOPSAKE OCYLIECTBICHHS O0pa30BaTEIbHOTO IMPOLECca, MPOBEICHHUS TEKYIIETOo
KOHTPOJII YCIIEBAEMOCTH U TPOMEXKYTOUHOW arTecTaluyd OOydalomMxcs C NPUMEHEHHEM
SNIEKTPOHHOTO OOyYeHHUS W AMCTAHIMOHHBIX OOpa30BATENIbHBIX TEXHOJIOTUH B (QeaepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTebHOM  YUPEKACHWU  BBICIIETO  0O0pa30BaHMA
«MOCKOBCKHI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3uu u Kaprorpadpum», 1n.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npumeHenuem 20 u JJOT».

Ilpomesxcymounas ammecmayus.: Ixk3amen, 1 cemecmp.

DK3aMeH OLIEHUBAETCS [0 IMATHOAIIHFHON HIKAJIE:

- 3aYTEHO C OLEHKOW «OTJIMYHO» BBICTABISETCS, €CIM OOydYarolmuiics HMeeT DIyOoKue,
WCYEPIIBIBAIOIINE 3HAHUS B 00bEME OCBOCHHOW INMPOTpaMMBI; 3HAHHE OCHOBHOW (00s3aTebHOM)
JUTEpaTypbl; JaeT MpaBUIbHBIE M YBEPEHHBIE OTBETHI, CBHUJIETEILCTBYIOIINE O HAJIWYUHM TBEPABIX
3HAHUW U HaBBIKOB B HCIOJIb30BAaHMM TEXHUYECKUX CPEACTB; IMOJHOE, YETKOe, I'PaMOTHOE U
JIOTUYECKH CTpPOHHOE W3JIOKEHHE MaTepuajna; JEMOHCTPUpPYEeT CBOOOAHOE MpPHUMEHEHHE
TEOPETUYECKUX 3HAHUM MPHU aHAU3€ MPAKTHUECKUX BOMPOCOB;

- 3aUTEHO C OIICHKOM «XOpOIIO» BBICTABISAETCA OOydaroleMycsl B Cllydae COOTIONEHUS TeX XKe
TpeOOBaHUM, HO HAJUYUU B OTBETE OOYYaIOLIErocs MO HEKOTOPHIM MEPEUUCICHHBIM MOKa3aTelsiM
HEJOCTAaTKOB NPUHLHUIIUAILHOTO XapaKTepa, 4YTO BbI3BIBACT 3aMEUYaHHUsI WJIM IONpPaBKU
MIpero1aBaTeis;
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- 3a4TEHO C OILICHKOH «yIOBJIETBOPUTEIHLHO» BBICTABISETCS 00ydaromeMycs B ciiydae COOMIOAeHUS
TeX e TpeOOBaHUM, HO B ClIydyae HaJWYMsl B OTBETE OIIMOOK, HEOOXOTUMOCTH CYIECTBEHHOM
MIOMOIIM B BHJIE TIONIPABOK M HABOJSAIIUX BOIIPOCOB MPEIOaBaTes;

- HE 3a4TEHO («HE YIOBJIETBOPHUTEIBHO») — OOYJAIOIIUICS HE CMOT OTBETUTH Ha 2/3 BOIPOCOB; HE
CIPAaBWJICS C MPAKTUYECKUM 3aJJaHUEM WIIH BBIITOIHEHO MeHee 50 % MpakTU4eCKUX 3aJaHuu.

7. OueHOYHbIC MaTepPHAJIbI TEKYLEr0 KOHTPOJIS

Pazoen 1. Hugpopmayuonnaa 0e3onacnocmsv 6 cucmeme HAUUOHANLHOU 0e30nacHocmu
Poccuiickon Dedepayuu

Koumponupyemwvie UJIK: OIIK-3.1

Tema 1.3. OcHogHble nowamus u obwjememooonrocuyecKue NPUHYUNbL Mmeopuu UHGOPMAYUOHHOL
bezonacrnocmu
dopma KOHTPOJIs/0LIEHOYHOE CPeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Yto Takoe ayreHTU(DUKAIUS?
1) [TpoBepka mMOTHOMOYHI TIOJTB30BATENS
2) IloaTBepkIeHUE TUIHOCTH
3) Beimaua npaB qoctyma
4) llludpoBanue naHHBIX
2. Kakne MexaHU3MBI MOTYT MCIIOJIb30BaThCs MPU MHOTO(GAKTOPHOU ayTeHTU(PUKAIUN?
1) ITapons
2) Cmaprt kapra
3) buomerpus
4) TTL
3. Yo Tako€e MOJIUTUKA yIPABICHUS TOCTYIIOM?
1) HaGop mpaBui, ompenensitonivx, KTO MMEET MpaBO Ha JOCTYH K OIpElIeleHHBIM pecypcam
(Harpumep, NaHHBIM, IPUIOKEHUIM, CUCTEMaM) U KaKue JeUCTBUS OHU MOTYT BBINOJIHATH C ATUMHU
pecypcamu
2) BpemenHast 6JJOKHPOBKA aKKayHTa
3) ABromaru3aiusi OOHOBJICHUI
4) VPN tpeboBanus
4. Kakue Mozenu KOHTPOJIsI JOCTyIa CYLIECTBYIOT?
1) DAC
2) MAC
3) RBAC
4) TLS
5. Kakwue sTansl ynpaBieHus pUCKaMu?
1) Unenatuduxarnms
2) Ananu3
3) O6paboTka
4) Cxarue

6. UTo onuchIBa€T MOAEIb HAPYIIUTENS?

1) I[TpoTokosbr
2) Kto MokeT arakoBaTh U KaKUMHU CITIOCOOAMH
3) CeTeByIO TOOJIOTHIO
4) Apxutektypy OC
7. Mogenb yrpo3 BKIIOYAET AJIEMEHTHI:

1) Vazsumoctu
2) Arakyromue
3) IlocnencTBust
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4) CPU
8. Uro o3nauact CKVY]I?

1) Cuctema KOHTPOJIS YIIpaBICHUS JaHHBIMH
2) CucreMa KOHTPOJISI ¥ YIIPaBJICHUS JOCTYIIOM
3) Cuctema kamepamu USB

4) Cuctema kpunrorpadguuecKoi 3amuThl

Tema 1.4. Ilonsamue u 6uowvi 3auuwaemoi uHpopmayuu
dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Yto nenaet MaCKMpOBAHUE JAHHBIX ?

1) Vnanser nanHbie

2) 3amelaeT peajbHble 3HAYECHUS

3) ludpyer nucku

4) CpaBHuBaeT 6a3bl

2. I'ne mpuMeHsIIOT MacKupoBaHHe?

1) TecToBbIe cpeapl
2) OtuéThI

3) AHamuTHKa

4) OpenVPN

Pazoen 2. Hugpopmayuonnas eoitha, memoowt u cpeocmea ee 6e0eHus
Konmponupyemvie U/IK: OIIK-3.1

Tema 2.1. [lonamue u 6udvl yepo3 uHGopMayuonHol 6e30nacnocmu
dopma KOHTPOJIs1/0LIEHOYHOE CpeicTBO: TecTupoBaHue
Bomnpocsi/3ananus:

1. Kakue npuzHaku GumuHra?

1) [Mognensubiit URL
2) OmubKH B TEKCTE
3) CpodHOCTh
4) TLS-cepTudukar
2. Ins oOy4yeHus: epcoHaja pacrnpoCTPaHEHO HCIIONh30BAaHUE

IIUCEM.

(OTBeT mpenocTaBUTh OJHUM CJIIOBOM C 3aIrJIaBHON OyKBBI)

Tema 2.2. Ungopmayuonnas 6e3onacnocms u UH@GOpMayuoHHoe npomusobopcmeo
®dopMa KOHTPOJISI/OIICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Uto Takoe anTHdpO cuctema?

1) AnTuBUpPYC
2) CucreMa 60pbOBI C MOIIICHHUYECTBOM
3) VPN wuumro3
4) Yuér pacxonoB
2. Kakue nokazaTteny aHaIu3upyoTces antugpogom?

1) l'eomannbie

2) YacToTa TpaH3aKIui
3) YcrpoiictBa

4) Bugeo nmotok

Tema 2.3. Obecneuenue uHpopmayuorHoU 6e30nacHOCmU 00beKMOo8 UHDOPMAYUOHHOU Cchepbl

20cyoapemea 8 Yciosusax uH@GopmMayuoHHOU 60LHb
dopma KOHTPOJIs1/0LIEHOYHOE CpeICcTBO: TecTupoBaHue
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Bonpocsi/3ananus:
1. Yro nemaet WAF?
1) Hludpyer HTTP
2) @unsrpyet Bed Tpaduk
3) VYopasnser DNS
4) Kontponupyert ¢aiiisi
2. Kakue 3amutusie pyHKIun ectb y Anti DDoS?
1) Rate limiting
2) Geo O6510KUpPOBKA
3) MackupoBka [P
4) Backup
3. WAF s3ammumaer ot arak. (OTBET TPENOCTaBUTH OJHHM CIIOBOM
JATUHCKUMH OyKBaMU Ha4MHAs C 3ar71aBHOM OyKBBI)

Pazoen 3. Obecneuenun ungopmayuoHnol 6€30NACHOCMU KOMRbIOMEPHBIX CUCHEM
Koumponupyemwie U/[K: OIIK-3.1

Tema 3.1. Memoowvr u cpedcmsa obecneyeHus UHGOPMAYUOHHOU OE30NACHOCMU KOMIbLIOMEPHLIX
cucmem

®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Yto Takoe moJIHOE pe3epBHOE KOMUPOBaHUE?
1) KonupoBanue Bcex TaHHBIX HE3aBUCUMO OT U3MEHEHUN
2) KormmpoBanue TOTBKO U3MEHEHHBIX (hailioB
3) KonnpoBanue TOIbKO HOBBIX (haiiioB
4) KonupoBaHue TOIBKO METAIaHHBIX
2. Kakue ObIBaroT TUIIBI OoKamna?

1) [Monubrii
2) IlHKpeMeHTHBII
3) MudbdepenunanbHpiit
4) BepTuxkanbHbIN
3. Crparerust «3-2-1» o3Ha4aeT TpW KOIMHH, HA JBYX Pa3HbIX HOCHUTENISIX U OAHY KOIHIO
. (OTBeT penoCcTaBUTh OJJTHUM CJIOBOM C 3arJIaBHOU OYKBBI)

4. Yto oOHApyKMBAECT aHTUBUPYC?

1) Hezamuménnusie mopThl
2) BpenonocHsle (aiiib
3) Vazsumoctu OC
4) Ataku o cetu
5. Kakue QyHKIMM BBHIOTHSAET aHTUBHPYC?
1) CxanupoBanue (haiaoB
2) OOHapykeHHe CUTHATYP
3) [lecoununa
4) IlpucBoeHue mpaB
6. AHTHBHpPYC 3allUMIIAE€T CHUCTEMY, MPEXKIAE BCEro, OT . (OtBer
MPEIOCTABUTH OJJHUM CJIOBOM C 3arJIaBHOW OYKBBI)
7. YTto nenaet TpaaUIIMOHHBIN MEXKCETEBOM dKpaH?

1) Hludpyer nanubIe
2) Kontponupyer Tpaduxk no IP/mopram
3) OOHapy>KuBaeT yA3BUMOCTH
4) YnpasnseT napoasiMu
8. Kaxue ¢ynkuun xapakrepusl 1t NGFW?

1) DPI
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2) Unrerparnus ¢ IDS
3) KoHTpoas npuiiokeHHi
4) VPN ceccun
9. Urto Takoe KoHTelHEp?

1) BupryanpHas mammHa

2) V3ompoBaHHBIN MPOIIECC C 3aBUCUMOCTIMHU
3) ®usnueckuii cepsep

4) CereBoii 1IITI03

10. Kakue u3 TEXHOIOTHUI OTHOCITCSA K BUPTyJIH3aLiu?
1) Hyper V
2) VMware
3) Docker
4) OpenSSL
11. Kourelinep oOecneunBaeT Ha ypoBHe mpouecca. (OtBer
NPEIOCTAaBUTH OTHUM CJIOBOM C 3arJIaBHOW OyKBBI)
12. Yto nenaet ckaHep ysa3BUMOCTEN?
1) udpyer Tpaduk
2) Umet n3BeCTHBIE YA3BUMOCTH
3) Ympasnser nmpaBamu
4) Pe3epBupyeT JaHHBIC
13. Yto nenaetr DLP?
1) Hludpyer auck
2) IIpenoTBpamiaet yTeuky JaHHBIX
3) Cxanupyer Ha BUPYCBI
4) Kontponupyet n1octyn

14. Kakue cnoco6s! Bueapenust DLP npumensior?

1) Ha ypoBHae cetn

2) Ha KoHEYHBIX TOYKaX
3) B oGmake

4) TonbKko Ha cepBepax

15. YUrto nenmaer VPN?

1) YBenuumBaeT CKOpoOCTh
2) Hludpyer coenuneHune
3) Yekopsier Wi Fi
4) CpaBuubaer [P

16. Kakue pexxumsbl kopriopatuBHoro VPN?

1) Site to Site

2) Remote Access
3) SSL VPN

4) DNS VPN

17. VPN o6ecneynBaer coenuaenne. (OTBET MPEIOCTABUTHh OIHUM
CJIOBOM C 3arylaBHOW OYKBBI)

18. Uto nenaet MDM?
1) Ynpasnser aHTUBHpPYCOM
2) KonTponupyet MOOHIBHBIE YCTPOICTBA
3) Aamunuctpupyetr DNS
4) Hludpyer daitnsl
19. MDM obecmnieunBaet MOOWIBHBIX ycTpoUCTB. (OTBET MpeaocTaBUTh
OZIHUM CJIOBOM C 3arJ1aBHOI OyKBBbI)
20. Yto genaet IDS?
1) briokupyet Tpadux
2) OOHapyXKHUBaeT aTaku
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3) ludpyer kaHaIbI
4) Ynanser jor

Tema 3.2. Mexanuzmol 3auumuol uHgopmayuu 8 a8MOMamMuU3UPOBAHHBIX CUCTNEMAX
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Yro nemaet PAM?

1) Xpanur noru

2) YnpaBinseT npaBaMu CyINepnoiab3oBareiei
3) OTkiIro4aeT aKKayHThI

4) BemmonusieT mudpoBaHue

2. Kakue ¢pynkiun PIM/PAM BbInonHsAIOT?

1) Poramus naponei
2) YnpapneHue ceccusiMmu
3) Ymnanéuueiit noctyn
4) AHTHBUDYC
3. Yto nemaetr SPF?

1) Hludpyer nucsmo
2) IlpoBepsieT, pa3peuieHo U OTIPABUTEIIO HAMIPABIATH MMChMa OT UMEHU JOMEHA
3) CxaHupyer BIOKEHUS
4) AHHYIMpYET NUCHMO
4. SPF, DKIM, DMARC — 310 MexaHu3MbI?

1) AyTeHTH(UKAIIUNA TOYTOBBIX TOMEHOB
2) 3amuThl OT ciy(uHTa

3) YnyumieHus: 10CTaBKA

4) MonuTopuHra Tpaduka

Tema 3.5. Memoowl u kpumepuu oyeHKu 3auueHHOCMU KOMNbIOMEPHBIX CUCTEM
dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Yto takoe pen test?

1) Ayaut cooTBeTCTBUSA

2) TectupoBaHHE HAa IPOHUKHOBEHHE

3) YcraHoBka maryei

4) MonutopuHr Tpapuka

2. Kakue starmsl pen test?

1) Pa3Benka

2) DKCIUTyaTUPOBAaHKE

3) OtuétHOCTH

4) YnpapneHue napossMu

3. Kto BeIMOIHSET aTakyronye ASUCTBUS B TeCTax 0€30MacHOCTH?

1) Blue Team

2) Red Team

3) SOC

4) Yellow Team

4. Kakue ¢ynkiun Boimonsser Blue Team?

1) OGHapyxeHue

2) PearupoBanue

3) MonuTOpUHT
4) Exploit
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Tema 3.7. 3awuma ungopmayuu, obpabamviéaemol 8 aA8MOMAMUSUPOBAHHLIX CUCMEMAX OMm
MEeXHU4eCcKUX pazeeiox

®dopMa KOHTPOJISI/OTICHOYHOE CPe/ICTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. ITepBoIit aTan B 00pabOTKE UHIMICHTA — 3TO:
1) Yerpanenue ymep0Oa
2) ObHapyxeHHe
3) YHUUTOXEHHUE YIPO3BI
4) OTtuér
2. Kakue HHCTpYMEHTBI UCTIONB3YIOTCS ISl pearupoBaHus Ha COOBITHS 1 UHIUACHTHI 1B?

1) SIEM
2) EDR
3) Forensic
4) DHCP
3. Yto takoe SIEM?

1) AnTuBUpYyC

2) Cuctema Koppessiiuu coObITUi

3) MesxceTeBoii s3kpaH

4) MOHUTOPUHT TPOU3BOAUTEIBLHOCTH
4. Kakue monynu ectb B SIEM?

1) C6op noros
2) Koppensmmst
3) YBenomiieHus
4) DNS-pekpyTusr

5. SIEM cobwupaet 1 aHaTU3UpyeT . (OTBeT MpenoCcTaBUTh OJTHUM CJIOBOM
C 3ar1aBHOM OyKBBI)

6. Uro Takoe Security Awareness?
1) AnTuBUpPYC
2) OGyuenue monp30Barelneii 6e30MacHOCTH
3) ®aepsoin
4) Backup

7. Yto Takoe OSINT?

1) llIndpoBanue naHHBIX

2) Coop nHDOpMaITH U3 OTKPHITHIX HCTOYHUKOB
3) AHanu3 JI0TOB

4) ObecnieueHure 3amuThl OT BUPYCOB

8. K uncrpymentam OSINT otHocsTCA?
1) Shodan
2) Maltego
3) Google Dorks
4) Hyper-V
9. Yem 3anumaercs SOC?
1) O6uoBIsIeT OC
2) OrcnexxuBaet coObITHs, MHIMICHTH b 1 pearupyeT Ha HUX
3) Pe3epBupyet nanHbIe
4) Benér Oyxranreputo
10. Kakue uCTOYHHMKHM JAHHBIX UCTONB3YIOT B SOC?
1) Jlorn
2) CereBotii Tpaduk
3) CoObiTust EDR
4) PowerShell
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11. Yro Takoe SAST?
1) JunaMmuueckuii TeCT
2) Crarndeckuid aHajau3 Koja
3) Konteitnepusanus
4) MoHUTOpUHT
12. Kakue uncrpymentsl oTHOCATCS K DAST u IAST?
1) OWASP ZAP
2) Burp Suite
3) Veracode
4) Hypervisor
13. Otmnuue DevSecOps ot DevOps — 3T0:
1) JobGaBneHue TecToB
2) Unrerparus 6e3onacuoctu B CI/CD
3) Ucnonb3oBanue VPN
4) N3onsanusi KOHTEHHEPOB
14. Kakue nnctpymeHThl npuMensitorcs B DevSecOps?
1) SAST
2) DAST
3) IaC ananuzaropsl
4) SSH
15. Kakue snementsl BkirouaeT CKVY]I + BuneonadmroneHue?
1) CaursiBaTenu
2) Kamepsl
3) Cepgep 3anucu
4) JlokyMeHTBI

8. OneHouyHbIe MaTepHAJIbI MIPOMEKYTOUHOM aTTeCTALUM
1 cemecmp, Jx3amen
Koumponupyemwvie UJ]IK: OIIK-3.1
Bomnpocwi/3ananus:
1. Jaiite ompenenenuss tepmuHam «Hudpopmanusy, «MH(pOpMaLMOHHBIE TEXHOJIOTHN»,
«Uupopmannonnas cucrema, « Tupopmannonnas 6€30MacHOCTHY.

2. OcHoBHbIE cBOMcTBa nH(popMaruu, Tpuaaa CIA.

3. OCHOBHBIC PYKOBOMSIIME JOKYMEHTHI M PEryasiTopbl B cdepe HHPOPMAIMOHHON
0€30IMacHOCTH.

4. JlokTpuHa UHPOPMAITMOHHOW 0€30MaCHOCTH: IIETH JOKYMEHTA, HAIIMOHAJIBbHBIE HHTEPECHI
paccMarpuBaeMsble 1oKTpuHON Ub.

5. JloktpuHa wHGOPMAIMOHHON 0€30MacHOCTH: OCHOBHBIC Yrpo3sl Kb, HampaBneHus
obecnieuenus Ub.

6. Unentudukamnys, ayreHrudukanus. Jlaite onpenenenust repmuaam. Yto takoe (pakTops
ayreHTHUuKanun? [Ipumeps.

7. ABropm3zanms W KOHTposib jgoctyna. Jlaiite ompeneneHuss tepmuHaMm. Kakue 3amaqum
pelaeT KOHTPOJIb AOoCTyna?
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8. ABTOpH3anus W KOHTPOJb goctyna. Yro takoe «llecounuma»? IlpumeHeHHE CHUCKOB
koHTpos goctyna (ACL). ITnrocel m MuHyCchl ucnionb3oBanus ACL.

9. OcHoBHble Mogenu Aoctyna. Cxema U npuMeHeHne J{MCKpeMOHHOTO KOHTPOJIS TOCTYIIA.
10. OcHoBHbIE MOzienH focTyna. CxeMa u NpuMeHeHne MaHJaTHOrO KOHTPOJIS JOCTYyIa.
11. OcHoBHBIE MOzENH JocTyna. CxeMa u npuMmeHeHue KoHTposst 1octyna Ha OCHOBE pOJIEH.

12. MHoroypoBHeBbIE MOAenu AocTyna. Kakue MHOroypoBHEBbIE MOIEIM J0CTyna Bel
3Haere? Kakue nienu oy pemaror?

13. Bupryanuzanuss ¥ KOHTEHHEpHU3alUsA: TEXHOJIOTUM H3OJSIMMA W 3allUThl JTaHHBIX.
HNHCTpYyMEHTBHI.

14. Monens OSI. Yto u3 cebds npencrasnsier moaens OSI? HazoBute ypoau monenu OSI u
KaK OHU IPUMEHSIOTCS.

15. Jaiite ompenenenune «Crtex», «Ctexk mpotokosioB TCP\IP». Pasnuma mexmay crexom
TCPAIP u monensro OSI.

16. Anroputm pabotsl cteka TCP\IP. HazoBure ypoBuu crexka TCP\IP.

17. Yrpo3sl cereBoii 6e3omacHocTH. [laiite onpenenenue «CereBbie ataku». Kinaccupukarys
CETEBBIX yIpo3.

18. Bunbr ceteBbix arak. Kakue pa3sHOBHIHOCTH ceTeBBIX arak Bbl 3Haere? CHudduHT,
Cnyddunr. OTkas B o0CTyKMBaHUH (pacipeieICHHbIN 0TKa3 B 00CTyKUBaHHH ).

19. Mexanu3mbl 3amuTbl MHQOpMAMOHHBIX cucTeM. Uto Takoe «IlakeTHble (uiasTpy,
«MesxceteBoit 3kpan», « WAF»? [Tntockl 1 MUHYCBI. 3aIlIUTY OT KaKUX yrpo3 00eCIeYHBaIOT.

20. Mexanu3msbl 3anuThl nHGopMarmoHHbIx cucteM. Cuctemsl IDS u IPS. Ocobennoctn
pabotbl. CriocoObl TPUMEHEHUS.

21. Mexanusmbl 3amuThl uHpopMannoHHbIX cucteM. SIEM u DLP. Hcnonb3oBanue u
NPUHIUT paboTHI.

22. Monutopunr uHGOPMAIMOHHBIX cucTeM. [lnsa dero HyxeH? CreacTBHEM KaKOTro
MexaHu3Ma sBisieTcss MOHUTOpUHT? [lpuBiieueHne K OTBETCTBEHHOCTU. MeTobl MPUBJICUEHUS K
OTBETCTBEHHOCTH.

23. YrpasieHue MHIUACHTaMU HHOOPMAITMOHHONW O€30MTaCHOCTH: TIPOIIECC M HHCTPYMEHTHI.

24. Tlpomecc mno ympaBieHuto ys3BuMocTsMu (vulnerability management). CkaHep
YSI3BUMOCTEH.

25. TectupoBanue Ha npoHukHoBeHUE (Pentest). IHCTpyMEHTBHI.
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26. YopasneHue puckamu HHPOpMAIMOHHONW Oe3omacHocTu. OmpeneneHne W Ha3HAYCHHE
HCII0JIb30BaHUSI.

27. Beenenue aynuta MIC. CiocoObl BBECHUS ayIuTa.
28. Onpenenenune SOC. @yukuuu SOC. MuacTtpymenTsl. YpoBHu SOC.
29. Buasl undopmanmonnsix cuctem. Onpenenenue «MCI1n». Kareropun [1/]H.

30. Buasl mHGOPMAIIMOHHBIX CUCTEM. ABTOMATH3WPOBAHHBIC CHUCTEMBI, [ OCyqapCTBEHHBIC
MH(OPMAITMOHHBIE CUCTEMBI.

31. MackupoBaHue KOH(pHIEHIMaIbHOH uH(popMammu (naHHBIX). [IpuHIUI, cHoOCcoOBbI,
Ha3HaYCHHUE MPUMEHEHUs. IHCTPYMEHTHI.

32. XOII. Ompenenenne «XJIlI». Mexanusm paboret XOUI dynknuu. Kommsuu B
Xom-yHKITUSAX.

33. OcHoBsl kpuntorpadpun. Onpenenenue, [lonstus, Hudp Liesaps, Hlndp Buxenepa.

34. Ocuossl kpunrorpaduu. Onpenenenue, [oustus, [ludp Bepuama, pons n npumenenue
Kpunrorpaduu B kubepOe30nacHOCTH.

35. CummeTpudHOe U accuMeTpudeHoe mudpoBanue. MHpacTpyKTypa OTKPBITHIX KIHOUYEH.

9. MatepuaJIbHO-TEXHHYECKOE H Y4eOHO-MeTOANMYeCKoe ofecrevyeHue TUCIHIINHBI
9.1. [lepeyeHb OCHOBHOI U JOMOJHUTEIbLHON Y4eOHOM JTUTEPATYPbI

OcnosHas tumepamypa

1. Hecrepor C. A. OcHOBBI HH(GOPMAIIMOHHON 0€30MaCHOCTH: YYeOHUK ISl By30B: YUCOHUK IJIS
By30B / C. A. HecrepoB. - 3-¢ wusm., crep. - Cankt-IletepOypr: Jlanp, 2024. - 324 c. -
978-5-507-49077-6. - Tekct: onekTponHbii. // W3marensctBo Jlamp: [caiit]. - URL:
https://e.lanbook.com/img/cover/book/370967.jpg (mara obpamenus: 16.03.2025). - Pexum
JOCTYTIA: TIO TIOITUCKE

Jlononnumenvuas numepamypa

1. bamer I1. H. Madopmarmonnas Ge3omacHOCTh W 3anuTta uHGoOpManuu: ydeOHoe mocodue:
yueonoe nmocobue / [1. H. bamuer, A. B. ba6am, E. K. bapanosa. - Undopmarimonnas 6e30macHOCTb
n 3ammra uHopmarmu - MockBa: EBpaswiickuii OTKpbITBIA HHCTHUTYT, 2012. - 311 c. -
978-5-374-00301-7. -  Texkcr: onekrponnwni. // IPR  SMART: [caiit]. - URL:
https://www.iprbookshop.ru/10677.html (mara oOpamenus: 16.03.2025). - Pexxum pocryma: 1o
MOJIITUCKE

9.2. [IpodeccuonanbHblie 0a3bl JAHHBIX U pecypcbl «MHTEpHET», K KOTOPBIM 00ecneuynBaeTcs
AOCTYN 00YYAKOIIMXCS

IIpogheccuonanvruvie 6azvi danuvix
1. https://student2.consultant.ru/cgi/online.cgi - [IpaBoBoii Cepep Koncymnsrantlntoc
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Pecypcor « Unmeprnem»
1. https://znanium.ru/ - DnekTpoHHO-OMOMMOTEYHAast cucTeMa "Znanium"
2. https://intuit.ru/ - SnexTponnas oopazosarenbHas cpena "MHTYUT"
3. https://www.elibrary.ru/ - HOb eLIBRARY
4. https://rusneb.ru/ - HantmonanwsHas anekTponHas oudmuoreka (HOB)
5. https://e.lanbook.com/ - DnexTponnas 6ubnuoreunas cucrema "Jlanp"

9.3. IIporpamMHoe oGecnieyeHne U MH(POPMALIMOHHO-CIIPABOYHBIE CHCTEMbI, HCIIOJIb3yeMble
NPH OCYLIEeCTBJICHHH 00pPa30BaTeIbHOIO NMpoLecca Mo JUCHUIIINHE

Ilepeuens npoepammHozo obecneyeHus
(0bHOBNIeHUe NPOU3BOOUMCS NO Mepe NOABNIeHUs HOBbIX 8EPCULL NPOSPAMMDbL)

1. Microsoft Office;

Ilepeuens uHghopmayuoHHO-CRPABOUHBIX CUCEM
(0OHOBIeHUEe BLINONHAENICS €XHCEHEDENbHO)

He ucnonb3yercsi.
9.4. O6opynoBaHue U TEXHHYECKHE CPeACTBA 00yUeHH s

VYueOHas aymuTopus
Mapkepnas gocka - 0 mr.
MoHo010K - 64 mT.
[TpoekTtop - 4 mT.

10. MeTonuyeckue ykazaHusi 10 OCBOCHHMIO IMCIUIIMHBI (MOXYJIA)

C uenpio yCHEenHoro OCBOCHUSI JAHHOTO IPeMETa CTYIEHTY HEOOXOIMMO BBITMOIHSTH JOMAIIHUE
paboTHI MO YKa3aHHBIM MpEnojaBaTessiM TeMaM M IMPEICTaBICHHBIM Ha 3aHATHSIX MarepuanaM. J[is
Oolee  yCHEIIHOTO  BBIMOJHEHUS ~ pabOThl  CTYIEHTY  Mpeajaraercs  HCIOJIb30BaHUE
y4eOHO-METOJUUYECKUX MaTeprajoB, COOTBETCTBYIOIIUX YKAa3aHHOM TeMe.

CaMocrosiTennbHasi paboTa CTYIEHTOB OIMCBIBACTCA U PETYIUPYETCS  METOAWYECKUMU
PEKOMEHAAMSIMH IO TUCHUTUIHHE.

Onucanue 603moxcnocmeii usyuenusn oucyunaunvt auyanu ¢ OB3 u uneanuoamu

[Tpu HEoOxonUMOCTH 00YUYEHHS! CTYICHTOB-UHBAIMJIOB U JIUI C OTPAHUYEHHBIMH BO3MOKHOCTSIMU
3M0pOBBSl  ayAMUTOPHBIE 3aHATHA MOTYT OBITh 3aMEHEHbl WJIM JIONOJHEHBbl H3yYEeHUEM
MOJTHOTEKCTOBBIX ~ JIEKIUMW, TMpPEe3eHTalluid, BHACO- M aygAuOMarepuajioB B  AJIECKTPOHHOU
nHpopmarmonHo-oopazoBarensHoii cpene (DMOC) yuuBepcutera. MHIAMBUAYaTbHBIC 3aJaHUS
MoAOUPAIOTCS B aallTUPOBAHHBIX K OTPaHUYEHUSIM 310pOBbs (hopMax (MUCBMEHHO WM YCTHO, B
dbopme mipeseHTarnuii). BeiOop MeTo0B 00ydYeHUST 3aBUCHT OT WX JOCTYIMHOCTH JUIsl MHBAIUIIOB M
JIUI] C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU 3710POBbSI.

PaGouas mporpamma AMCHMIUIMHBI U1 WUHBAJIUAOB U JIUI C OFPAaHUYCHHBIMU BO3MOXKHOCTSIMHU
3I0pOBBS pa3zpabaThiBaeTCs HHANBUAYAIBHO C YUETOM OCOOCHHOCTEH MCUX0()U3NUIECKOTO pa3BUTHS,
WHAUBUAYATbHBIX BOBMOKHOCTEH U COCTOSHUS 30POBbS TAKUX 00YUYaIOLTUXCS.
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